
State Line United United Methodist Church 

Acceptable Use Policy for Computers and Technology Resources 

1.0 Overview  

An Acceptable Use Policy for Computers and Technology Resources (hereafter referred to as the 

AUP) is a written agreement between State Line United Methodist Church, hereafter referred to as 

State Line United and all users that describes the terms and conditions for the use of technology. To 

better serve our congregation and provide our employees and volunteers with appropriate tools to do 

their jobs, State Line United acquires and maintains various technology products including 

computers, computer systems, projectors, printers, software, networks, and other technological 

resources as required. These technological resources are intended for church related purposes only. 

Limited personal use is permitted if the use imposes no tangible cost to the Church, does not unduly 

burden the Church’s computer or network resources, has no adverse effect on the mission statement 

of the Church and is approved by Technology Ministry Team Leader(s). However, users are expected 

to demonstrate a sense of responsibility and not abuse this privilege. 

2.0 Application & Coverage  

This policy applies to all users of the church’s computing resources including non-employees. This 

policy may be modified as deemed appropriate by State Line United. Users are encouraged to 

periodically review the policy as posted on the church’s website, http://www.statelineumc.com/. No 

policy can lay down rules to cover every possible situation. Instead, it is designed to express State 

Line United’s philosophy and set forth general principles when using technology resources, electronic 

media and services. 

3.0 Compliance  

Users of State Line United’s computing resources must comply with federal and state laws, the 

church’s rules and policies, the terms of contracts, and software licenses. Examples of applicable 

laws, rules, and policies include the laws of libel, privacy, copyright, trademark, obscenity and child 

pornography, the Electronic Communications Privacy Act, and the Computer Fraud and Abuse Act, 

which prohibit “hacking,” “cracking” and similar activities. Users are not permitted to download and/or 

install any software onto any computer system without express permission from Technology Ministry 

Team Leader(s). If installs are required, a member of the committee with administrative rights to the 

computer system will perform any installs. 

4.0 Responsibility & Consequences  

Users are responsible for any activity originating from their accounts, which they can reasonably be 

expected to control. In cases when unauthorized use of accounts or resources is detected or 

suspected, the account owner should change the password and report the incident to Technology 

Ministry Team Leader(s), who will notify Technology Ministry Team Leader(s). Users must not use 

computing resources to gain unauthorized access to remote computers or to impair or damage the 

operations of the church’s computers, networks or peripherals. Deliberate attempts to circumvent 

data protection or other security measures are not allowed. Users who violate this policy may be 

denied access to the Church’s computing resources and may be subject to other penalties and 

disciplinary action, including possible termination of employment. State Line United may also refer 

suspected violations of applicable law to appropriate law enforcement agencies. 

5.0 Data file Protection  



In order to insure enhanced security, backup and recovery of application data files, all church related 

users data files are required to be created and maintained on the church’s main network server.  

  User data files on the network server are routinely backed up to a secure cloud storage.  

  All data files stored on the church’s computer systems become the property of State Line United. 

Users also should be aware that files or messages that the user has deleted may be stored 

elsewhere and are not necessarily erased from the network.  

  Users should be aware that State Line United cannot guarantee security and confidentiality. Users 

should therefore engage in “safe computing” practices by establishing appropriate access restrictions 

for their accounts, guarding their passwords, and changing them regularly. 

6.0 Electronic Mail  

For purposes of this document, e-mail includes any electronic messaging involving computers and 

computer networks. All e-mails stored on the church’s computer systems become the property of 

State Line United. State Line United maintains the right to request copies of any and all e-mail, sent 

or received by a user, from the church’s Internet Service Provider and also to recover deleted files. 

Remember that persons who receive e-mail from an account with a “@statelineumc.com” address, or 

from someone acting with a capacity as a representative of the Church, might think the message 

represents the Church’s point of view. Therefore, all e-mail must be formulated and sent with the 

intent of the previously stated purpose: It must be compatible with the mission of State Line United.  

7.0 Inappropriate Uses of Computing and Network Resources  

While not an exhaustive list, the following uses of computing and network resources by individuals 

are considered inappropriate and unacceptable:  

• Chain mail that misuses or disrupts resources  

• Virus hoaxes  

• Spamming or e-mail bombing attacks  

• Offensive or disruptive content – This includes, but is not limited to, harassing or hate-mail, obscene 

or vulgar language, pornography, sexual comments or images, and derogatory or defamatory 

messages.  

• Junk mail – Unsolicited e-mail that is not related to State Line’s business and is sent without a 

reasonable expectation that the recipient would welcome receiving it  

• False identification – Any actions that defraud another or misrepresent or fail to accurately identify 

the sender.  

• Additionally, anyone connecting to the church’s wireless network, even when using personal 

technology devices, must comply with this policy. 

8.0 Media Equipment  

State Line United has an assortment of media equipment including, but not limited to, televisions, 

DVD, projectors, laptops, cameras, sound board, speakers, screens, etc. This equipment is available 

to any qualified person who has completed training on the device requested and has received 

approval from Technology Ministry Team Leader(s). Note, some limitations for use by persons under 

the age of 18 may apply.As a rule, non-members of the church are not allowed to use any technology 



resources of the church, including but not limited to, network and Internet access. Any individual 

requesting use of equipment is financially liable for the safe and immediate return of all equipment in 

question.  Without express written permission from the Technology Ministry Team Leader(s), no 

technology resources belonging to State Line United may be taken off site. Personal technology 

devices, including but not limited to, cell phones, PDAs, laptops, iPads, and tablets are to be used 

under the direction of and in compliance with the directives of the AUP of State Line United. Personal 

technology devices are the sole responsibility of the owner and State Line United is not responsible 

for any damaged, lost or stolen device. 

This Acceptable Use Policy for Computer and Technology Services has been developed by the 

Leadership Team and approved by Technology Ministry Team Leader(s).  

 

State Line United Agreement Form for Use of Computer and Technology Services 

 

Name _________________________________________Position ___________________________ 

I have read the Acceptable Use Policy for Computers and Technology Resources and agree to abide 

by its provisions. I understand that consequences for inappropriate use include suspension of access 

to the computer system and revocation of the computer system account and/or other disciplinary 

action up to and including termination of employment, and/or legal action in accordance with the 

applicable laws.  

Signature ________________________________________________ Date ___________________ 

  



Social and Electronic Media Guidelines: State Line United Methodist Church 

Purpose: 

This document provides parameters in order to guide church staff, employees, volunteers, and church 

leaders when social media tools are used on behalf of State Line United Methodist Church, hereafter 

referred to as State Line United, when State Line United becomes part of a social media dialogue.  

Where Do These Guidelines Apply? 

 This policy applies to all online and mobile platforms for sharing content and information, whether 

hosted by State Line United or hosted by others. "Social media" refers to social networking services, 

short-message services, message boards, podcasts, image/video sharing sites and other methods for 

sharing real time information among users. Due to the ever-changing speed of social media, this 

policy applies to all new social media platforms, whether or not they are mentioned. All social media 

platforms are relevant and included.  

Introduction 

State Line United views email, texting/messaging, social media, and many other forms of electronic 

communication as a positive way to provide and receive information, network, and exchange ideas. 

This communications policy is established to communicate boundaries protecting the integrity of 

information delivered and safeguard the unique Wesleyan charisma of State Line United and The 

United Methodist Church. Our overall goal is to share the love of Christ in a way that is open, 

transparent, and safe for all users. Therefore, policies and guidelines for functioning in the electronic 

world are the same as the values, ethics, and confidentiality policies we are expected to live every 

day.  

Guidelines Regarding What You Share 

● Be selective. There are a variety of digital platforms available. Use the right medium for the 

message. For example, don’t use Facebook, Twitter, or Instagram to communicate sensitive or 

private information. 

 

● Remember that you represent the church. You may even represent God to others. As staff, 

volunteers, and clergy, you have a higher profile in the community. Your responsibility does not 

end when you leave the premises or off the clock. While you may view your online presence as 

a personal project, many readers will assume your views represent the church. 

 

● Be extremely wise with all content posted. A blog, community post, or social media post is 

often visible to the entire public (boss, coworkers, volunteers, parents, children, spouse, the 

attorney for the person who does not like you) and can/will be shared by others in various 

ways that cannot be controlled at any level. Google has an exceptionally good and very 

permanent memory. You are personally and legally responsible for what you share, including 

content to media outside the church and your own personal social media outlets. 

 

● Always choose grace when utilizing social media. For example, if someone has offended you, 

consider speaking with them privately on the matter. Do not post offensive responses publicly, 

air personal grievances, or try to solve conflicts online. When in doubt, be positive! Whether 

someone has posted something mean, rude or distasteful, always take the high road. 

 



● Honor our differences. We love others because God loves others. All people bear God’s image 

and are worthy of the dignity inherent in that identity. 

 

● Do not ignore internal hesitations. If you are unsure, do not share or post; your gut is likely 

telling you someone might misunderstand, be hurt, or be offended. 

 

● Be safe! Protect your personal information such as location, surroundings, and contact 

information 

 

● Topics such as partisan politics and highly controversial subject material is better discussed in 

person. Do not hinder someone else’s spiritual growth. Be careful not to impair your ability to 

work with staff, volunteers, other leaders, other churches, and the community in general. 

 

● Be authentic and transparent. Use your real name and be clear about your role. Do not post 

anonymously or use a name that hides your identity. Be accurate with the material you post, 

and if you make a mistake, admit it and remove or correct it. 

 

Policies Regarding What You Share 

● All of State Line United’s policies including harassment, bullying, confidentiality, unfounded 

accusations, illegal activities, profanity, sexual misconduct, defamatory language, personal 

insults, misrepresentation or disparaging the name or reputation of the church or another 

person, remarks that contribute to a hostile workplace, unethical behavior, unprofessional 

behavior, and software use apply in the use of all electronic/social media. 

 

● State Line United’s social media should never be used to establish private communications 

between parties. 

 

● State Line United’s communication may not be used for partisan political messages. 

Association, representation, or endorsement of, or by any political candidate, party, or 

campaign whether actual, inferred, or implied is prohibited. 

 

● When you share your views, include a disclaimer. It must be absolutely clear that all 

views/posts do not reflect State Line United but are reflective of the poster. 

 

● Ask us! In areas where this policy does not provide a direct answer for how members of our 

community should answer social media questions, please check with State Line United’s 

leadership team before speaking as a representative of the church. 

 

Regarding What You Share About Others 

● Ask permission before reporting on conversations or meetings that are meant to be private or 

for internal use only. This includes information that will be made public but has not yet been 

announced or posted. 

 



● Do not refer to other people by name or provide information about others that could reasonably 

identify them without their permission. Do not provide personal information about members, 

guests, or staff such as phone numbers, addresses, email, etc… 

 

● Social media postings should never disclose sensitive or confidential information, unless 

written consent to share said information is obtained from the individual it concerns. This 

includes but is not limited to personal and/or medical information. 

 

● Refrain from posting photos of individuals or identifying those individuals on State Line 

United’s social media pages without their written consent prior to posting. Written consent can 

be submitted via email or text. The members of the social media team are responsible for 

disabling the "tagging" feature of photos posted on the ministry's page. If the photos reference 

a location, that information must be deleted as well. 

 

● Do not purposefully or inadvertently disclose any information that is confidential or proprietary, 

including sensitive financial or operational information. If it is not already public information, it is 

not your job to make it so! 

 

Regarding Minors (under age of 18) - the previous policies regarding “others” apply as well as 

these 

● When communicating with youth via social media, team members must adhere to State Line 

United's youth communication policy. Additionally, employees and volunteers serving in the 

children and youth ministries must always keep their professional image in mind. Online 

conduct, comments, behavior, etc. affects this image. State Line United discourages staff 

members and volunteers from accepting invitations to "friend" youth group members within 

personal networking sites. Social contact outside the State Line United’s youth page may 

create serious risks for the ministry workers and negatively alter the dynamic between a youth 

leader and a student. If it is necessary to communicate outside the youth page, written parental 

or guardian consent must be given. 

 

● Any site operated by State Line United directed toward the children and youth should be 

designed to limit access to authorized members. Leaders of such sites should take steps to 

ensure that unauthorized users will not have access to the site. Registration for such a site 

must require the use of a legal name and valid contact information. Again, photos may not be 

posted without the prior consent of the parent or legal guardian of the minor. 

 

● Regarding youth-to-youth communication: Every effort should be made to discourage abusive 

language, cyberbullying, and sharing of explicit sexual content whether by written or picture 

formats. Should abusive language, cyberbullying, or sexually inappropriate content be 

discovered by staff or youth volunteers, parents and staff should be notified, and the youth and 

youth parents involved should be addressed- including sharing State Line United’s social 

media policies and procedures and the possible consequences of abusive online behavior. 

Administrative Requirements 

● Any State Line United’s website content or social media content should be regularly monitored 

by the leaders of each ministry area for improper content or policy violations. 

 



● Employees/volunteers who are interested in representing State Line United must attend a 

social media training class and sign this policy document affirming they have read and 

understand its contents. 

 

● Be sure links to other website materials are not in conflict with State Line United’s values, 

mission and goals. 

 

● If any posted material concerning State Line United seems to be illegal (e.g. child or elder 

abuse, etc.) team members should contact church leadership and the appropriate authorities 

immediately. 

 

● No State Line United communication may be used to promote any activity resulting in personal 

financial gain of a staff member, parishioner, or business 

 

● Church communications may not be used for partisan political messages, paid advertising, or 

any activity resulting in personal financial gain of a staff member, parishioner, or business. 

 

● Volunteers and employees are solely personally and legally responsible for the content they 

publish online, including content from their own social media pages. 

 

● As a member of State Line United, remember that your online presence and posts can have 

the potential to affect the ministry of State Line United. For this reason, it is imperative that you 

conduct your online interactions in accordance with the State Line United vision, mission, and 

policy guidelines. This includes refraining from posting any disparaging remarks about State 

Line United, its members and visitors, and the United Methodist Church. If you have any 

questions in this area, inquire with the leadership team for clarity. 

 

Public Relations Guidelines 

● State Line United designates the Pastor and SPRC Chair to facilitate all external 

communication channels on behalf of the Church. Only these authorized persons may 

coordinate communications with members of the media on behalf of State Line United. 

 

● Any external communication from the State Line United Church office regarding 

serious/unexpected incidents must be approved by church leadership and follow State Line 

United’s guidelines. In the event of a crisis, contact church leadership prior to responding to 

any posting or comments relating to the crisis. 

 

● Your posts may generate media coverage. If a member of the media contacts you about a 

State Line United related post or State Line United information of any kind, contact the Pastor 

and SPRC Chair for direction on how to respond. 

 

Copyright Information and Guidelines 

● Always use State Line United’s official name and logo. These branding items must be 

approved prior to official use. Any State Line United materials should be credited to State Line 

United or otherwise not be posted. 

 



● Use of unauthorized websites, blogs, social network sites, direct mailings, and unauthorized 

use of State Line United’s name and logo are not permitted. 

 

● Copyright and Fair Use Laws must always be respected. Point or link another’s information to 

their site. 

 

● Please do not post any content that is the property of another individual or company unless 

you have written permission or are sure that the use of the material is legally permitted. This is 

your responsibility. We cannot provide you with legal advice regarding copyrights. 

 

● You may embed or link any State Line United video, graphics, or other materials to your site 

ONLY with prior written permission. 

 

Possible Outcomes of Improper Social/Electronic Media Use 

● Any use of State Line United’s social media that does not comply with this policy should be 

reported to the Pastor and the Leadership Team immediately. 

 

● Members who misuse the State Line United’s social media resources in ways that violate the 

law or other ministry policies are subject to immediate disciplinary action and/or dismissal. 

 

● Improper use may cause an inability to attract or keep members and visitors. 

 

● Improper use of electronic and social media could get State Line United, you, and perhaps 

others in legal (criminal and/or civil) trouble. 

 

Posts and comments that don’t adhere to the following guidelines are in conflict with the mission of 

State Line United and are subject to removal. Repeated violation of this policy may result in a user 

being blocked or removed from State Line United platforms. 

State Line United Agreement Social and Electronic Media Guidelines 

Name _________________________________________Position ___________________________ 

I have read the Social and Electronic Media Guidelines and agree to abide by its provisions. I 

understand that the consequences for inappropriate use policy may result in being blocked or 

removed from State Line United platforms and/or other disciplinary action up to and including 

termination of employment, and/or legal action in accordance with the applicable laws.  

Signature ________________________________________________ Date __________________ 

 


